
Guidance on Cameras in Online and Hybrid Classes 

In most cases faculty should adopt a camera optional approach when planning synchronous 
online interactions to minimize the risk of violating student privacy and civil rights laws. Not 
only does a presumptive camera optional approach support compliance with state and federal 
laws, but it also considers a wide range of equity gaps in terms of available technology and 
differing living circumstances. It is also sensitive to the privacy concerns of individuals who may 
live in the same household as the student. 

 
If there are specific circumstances where audio-visual participation is required to meet course 
outcomes, a carefully crafted course policy that ensures students are fully informed and that 
respects privacy concerns can be adopted. A carefully crafted protocol and course policy clearly 
documented in the syllabus would also include the following elements: 

 
 Division office must be notified of camera requirement; requirement will be noted in 

MyShasta 
 Require cameras only for the course components necessary to meet the associated 

outcomes (and with adequate notice). 
 Allow students the flexibility to toggle camera and audio on/off 
 Consider allowing audio-only participation where that will meet the requirements for 

course participation 
 Encourage students to use electronic video backgrounds (this will not be possible for all 

students) 
 
 

Cameras may be justified for online proctoring where intrusion into privacy is limited and 
faculty may have a legitimate “need to know” regarding verification that learning outcomes are 
met. Faculty using cameras for proctoring should consider the following: 

 
 Division office must be notified of camera requirement; requirement will be noted 

in MyShasta 
 MyShasta should link to internet and computer requirements for the proctoring system 
 Faculty should consider alternative assessment practices for sensitive populations 

Note that accommodations could be required if the student is utilizing PACE 
services 

 Syllabus should clearly indicate cameras are required for proctoring 
 Faculty may not require students to provide a  “room scan” or “environment check”, 

where the student is asked to show a 360-degree view of a private residence where the 
proctoring/exam is occurring. 

 Faculty should consider if other methods of monitoring academic progress may be more 
appropriate. As examples, essay, multiple measures, low-stakes testing, timed 
quizzes, and online quiz settings that support academic integrity. 



Best practices to support student privacy and follow legal requirements 
associated with cameras and recordings. 

*Note that the information below focuses on operationalizing best practices to protect student privacy with 
Zoom for illustration purposes. The same concepts and principles would apply regardless of the video 
conferencing platform used to record synchronous lectures. 

How do I ensure video is off by default for students? 
Set participant video to off in the video settings when scheduling a meeting. 

 

When recording a Zoom meeting, consider the steps below to maximize privacy (less 
restrictive settings could be used if needed to meet course outcomes). 

 Log into Zoom 
 Click on My Account (upper right) 
 In the left column, select Settings 
 Select the Recording tab and choose the following settings: 

o Disable Local Recording. For most instructors, recordings should be kept in the 
cloud and not downloaded to a local computer. 

o If you wish to have a video of the speaker recorded during screensharing, enable 
Record active speaker with shared screen (this will work only if all 
students/participants are muted) 

o Disable Record gallery view with shared screen 
o Disable Display participants’ names in the recording 
o Enable Multiple audio notifications of recorded meeting, which plays an 

automated message whenever a recording is started, or a participant 
enters a session that is already being recorded. 

o When your meeting starts, keep your Zoom view set to Speaker View (as opposed 
to Gallery View). This ensures that only the person who is speaking appears on 
the screen, as opposed to recording a grid view of all attendees with webcams 
enabled. 

 

Are videos considered protected student records? 
Yes. If students are in the video asking questions or making presentations, the video could be 
considered an educational record and should not be shown outside of class without consent. 

 
What kind of video file retention practices do I need to adopt for the student records 
generated by video recordings? 
All student records must be retained for three years. Please download the video and retain in 
our OneDrive account. Do not rely on Zoom to retain your official student records. Zoom 
storage limits will not allow records to be stored for three years. Download your files at the end 



of each term. Once you have the files stored in OneDrive, delete them from your Zoom 
account. 

 

Can an instructor show a video to a third-party outside of the section in which the video is 
recorded? 
No. A video should not be made available to anyone outside of the section unless 
all identifiable information is removed. 

 
Should an instructor reuse video from previous terms? 
Videos that include class participants from previous terms cannot be used at 
all (unless participants have been edited out of the video). 

 
How would an instructor engage the class in a Question-and-Answer session during a 
recorded Zoom session? 
Instructors should pause the video to allow students to participate without being recorded. 

 
The Guidelines and Questions and Answers are based on the Chancellor’s Office Legal Opinion, 
Online Education Initiative guidance, and the Family Educational Rights and Privacy Act 
(FERPA). 

 

Further Reading: 
Chancellors’ Office Legal Opinion 2020-12: Online Class Cameras-On Requirements 
Guidance for Recording Class Sessions with TechConnect (Confer) Zoom by Michelle Pacansky-Brock and 
CVC-OEI, licensed under Creative Commons Attribution 4.0. 
FAQ on Photos and Videos and FERPA 
5 Reasons to Let Students Keep their Cameras off During Zoom Classes 

https://www.cccco.edu/-/media/2020-12-Opinion-Online-Class-Cameras-On-Requirements-a11y.pdf?la=en&amp;hash=DC4C1936B39CA7E01E2578E819F038890D918882
https://onlinenetworkofeducators.org/2020/04/03/guidance-for-recording-zoom/
https://studentprivacy.ed.gov/faq/faqs-photos-and-videos-under-ferpa
https://theconversation.com/5-reasons-to-let-students-keep-their-cameras-off-during-zoom-classes-144111

